Title: Federated Identity Management for Scientific Collaborations
Authors:
Daan Broeder, MPI
Bob Jones, CERN
David Kelsey, STFC
Philip Kershaw, STFC
Stefan Lueders, CERN
Andrew Lyall, EBI
Romain Wartel, CERN
Heinz J Weyer, PSI
Keywords: federated identity management, security, authentication, authorization,
collaboration, community
Abstract:
Federated identity management (FIM) is an arrangement that can be made among
multiple organisations that lets subscribers use the same identification data to obtain
access to the secured resources of all organisations in the group. Identity federation
offers economic advantages, as well as convenience, to organisation and their
network subscribers. For example, multiple institutions can share a single
application, with resultant cost savings and consolidation of resources. In order for
FIM to be effective, the partners must have a sense of mutual trust.
A number of laboratories including national and regional research organizations, are
facing the challenge of a deluge of scientific data that needs to be accessed by
expanding user bases in dynamic collaborations that cross organisational and
national boundaries. As the user communities served by these organizations are
growing they are also becoming younger and this younger generation, the Facebook
generation, has little tolerance for artificial barriers, many being the relics of
technology and policies that could, if reasoned, also evolve. This “Facebook”
generation expects to be able to share data, software, results, thoughts and
emotions with whom they choose, when they choose. Their boundaries between
work and social life are less sharp, and they expect the tools they use to blend into
this environment seamlessly. In addition many of the users have accounts at several
research organisations and will need to use services provided by yet more
organisations involved in scientific collaborations. All these identities and services
need to be able work together without the users’ being obliged to remember a
growing number of accounts and passwords.
Driven by these needs, representatives from a variety of research communities,
including European photon/neutron facilities, social science & humanities, Highenergy physics, atmospheric science, bioinformatics and fusion energy, have come
together to discuss how to address these issues with the objective to define a
common policy and trust framework for Identity Management and secure access to
data based on existing structures, federations and technologies.
Many of these research communities are linked to the ESFRI supported Research
Infrastructure projects and the discussions have included national and international
infrastructures that provide identity related services, standards forums and those

whose responsibility it is to decide what identity mechanisms will be recommended
to policy making bodies. While this activity is focused on Europe, the scientific
communities have global needs and so interoperation with identity management
systems in USA and Asia are essential.
The discussions have been promoted via a series of the three workshops on
federated Identity Systems for Scientific Collaborations. The first workshop was held
at CERN in June 2011 (https://indico.cern.ch/event/129364) the second at RAL in
November 2011 (https://indico.cern.ch/event/157486) and third in Taipei in February
2012 (http://event.twgrid.org/isgc2012/index.html). As a result of these workshops, a
common vision for FIM across the scientific collaborations has emerged and the
desire to see this implemented with a roadmap and a set of recommendations.
This paper will describe the needs of the research communities, the status of the
activities in the FIM domain and highlight specific use cases. The common vision for
FIM across these communities will be presented as well the key stages of the
roadmap and a set of recommendations intended to ensure its implementation.
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